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Abstract

Digitalization of the healthcare sector is changing its landscape. Artificial intelligence is bound to
have a major impact on care providers and their interactions with their patients. As promising as
new technologies may be, there will be side effects. New Technologies will place new and higher
demands on its users and will require an extremely high level of expertise to check plausibility.
Alongside increases in efficiency and effectiveness, the demands on the humans in healthcare will

also rise.
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Introduction

Digitalization has taken on a whole new mean-
ing in cardiology. It is no longer just a drug
therapy but rather a term for the next industri-
al revolution. In a narrow sense, digitalization
is the transformation of analogue data (e.g.,
text, images) into digital data and its use.

Digitalization is understood as the use of
artificial intelligence (AI), big data analysis and
clouds, robotization and automation as well as
social media and platforms. These technolo-
gies can be used in almost all economic sectors
and business areas, and are increasingly pres-
ent in our everyday lives.

Medicine tends to be rather reserved and
conservative in the adoption of new technolo-
gies, even though digitalization and Al in par-
ticular, could support and relieve doctors in
their everyday work. Digitalization in medi-
cine is already happening today, e.g., in the
analysis of complex image files in radiology
[1]. However, the integration of digitalization
and Al into clinical workflows is not yet wide-
spread. Studies on optimizing results are still
scarce, but it is probably only a question of
time.
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History

Interestingly, the concept of digitalization and
Al was already developed in the 1950s. Re-
searchers were working on thinking machines
and saw the potential for medicine and medical
practice [2-5]. However, the computer-based
systems of the time were rudimentary, did not
lead to success and expectations were often dis-
appointed [6]. It was not until recent develop-
ments in chip development, and thus in com-
puting capacity and the ability to process and
analyze large amounts of data, that the applica-
tion of powerful algorithms became possible.
They are now capable of quickly and reliably
extracting relevant information from a huge
pool of data and applying it for further use. The
digitalization and application of AT has already
begun to change our everyday lives.

Physicians should not close their minds to
this development but consider the possibilities
of integrating them to improve patient care
and quality of life [1, 7-9]. If the development
is left exclusively to commercial companies,
there is a risk that they will shape applications
according to their agenda without considering
physician’s or patient’s actual needs.

Gartner Hype Cycle

The Gartner hype cycle (GHC) is a graphical
representation of the maturity and adoption of
a new technology or application [10]. Figure 1
shows such a GHC. The interest in a new tech-
nology is greatest at the beginning, but because
the usability or commercial benefit is low, dis-
illusionment spreads accordingly. In the next
step, things slowly improve and the technology
becomes more important as it is integrated
into the workflow. Ideally, a “mature” technol-
ogy develops. Digitalization and in particular
Al has gone through such a process, but only a
few applications have reached the phase of ma-
turity (“enlightenment”).

Medical Applications

Digitalization is already being used in medi-
cine in many ways (11; fig. 2). For example,
electronic health records (EHRs) have replaced
paper-based records and allow doctors to ac-
cess a patient’s medical history, notes, test re-
sults, images, and other relevant information
atany time. EHRs can easily be shared between
different health care providers and, as such,
could bring important improvements in pa-
tient care. Another key technology is tele-
medicine. It uses digital technology to connect
doctors with patients over a distance. It became
particularly popular during the COVID-19
pandemic. Telemedicine enables virtual con-
sultations, monitoring of patient conditions
and other forms of care. It provides a link
between patients and healthcare providers
without the need for a physical visit to the doc-
tor’s office or a hospital. This can be important
for elderly patients and those with chronic dis-
eases.
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Medical imaging today is completely digi-
talized: digital X-rays, computed tomography
(CT), magnetic resonance imaging, and echo-
cardiography among others. Combining digi-
tal data with advanced analysis technologies
can improve the accuracy and speed of diag-
nosis, allowing doctors to optimize patient
care. Mobile health applications can help in
collecting data such as vital signs, medication
adherence and other relevant information to
monitor patients” health. These devices pro-
vide daily health data and active monitoring
compared to a once a month or once a year
clinical checkup. They include heart rate
sensors, exercise tracking, blood glucose mon-
itoring, information about hydration, blood
pressure and others. In addition, such health
apps can provide educational resources for
patients.

Al may have the greatest potential to trans-
form medicine. It is used to simulate human
knowledge and to analyze complex medical
data and biological processes. Several publica-
tions have already addressed the potential
optimizations offered by Al [1, 7-9, 12, 13].
For example, Al is capable of reading and ana-
lyzing electrocardiograms, retinal images, CT
scans or skin changes quite accurately. Today,
such analyses are not yet perfect and usually
require an experienced doctor to validate
them. However, they can accelerate diagnoses
and can make complex ones more accurate
through algorithms. The main goal of Al in bi-
omedicine is to establish relationships between
patient health data, diagnostics, treatment pro-
grams and outcomes. Al search engines could
analyze the course of a disease based on the
EHR, test results and imaging data, provide
early warning of potential complications and
suggest appropriate early treatment options.
Critical care medicine and anesthesia are par-
ticularly well suited to integrate such Als into
their clinical practice given the large amount of
data collected in daily practice, but many other
areas could benefit as well [14].

Of course, the majority of patients will pre-
fer to interact with a doctor and receive a diag-
nosis from a real person rather than from a
“chatbot” Medicine is not just data and science
that can be replaced by Al Factors such as
empathy, social interaction and the support of
the doctor’s presence can be crucial for the
patient’s well-being and health. Nevertheless, it
has been demonstrated that digitalization and
AT can support doctors and improve patient
care. Al could also help to ask patients about
their symptoms via a “chatbot” in advance of a
visit, analyze vital parameters and laboratory
values, and make recommendations for diag-
nosis and therapy. This may seem futuristic
and may even be undesirable, but it is not far-
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Figure 1: Gartner Hype Cycle. Graphical representation of the maturity and adoption of a technol-
ogy or application [10]. Typical phases include the innovation trigger, the peak of inflated expecta-
tions, the trough of disillusionment, the slope of enlightenment and the plateau of productivity.
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Figure 2: Main technologies of digitalization in medicine.

fetched given today’s healthcare bottlenecks,
financial pressures and shortage of specialists.
Patients could be seen in a timely manner, and
further diagnostic and treatment steps could
be initiated. In this context, it is interesting to
note that a “chatbot” was used as early as 1964
by Joseph Weizmann at the Massachusetts
Institute of Technology’s AI Laboratory [6, 15].
It has taken more than 60 years for this to
become a reality .

By automatically writing notes, consulta-
tion or operation reports and letters based on
the EHR and sending them to the referring

doctor Als and chat programs could help re-
ducing the workload of doctors.

Dangers and Limitations

As promising and useful as Al can be, it is im-
portant to recognize the potential weaknesses
and dangers of these technologies. Any Al is
only as good as the data it is trained on. Today,
alot of Al training data comes from the inter-
net and is therefore susceptible to manipula-
tion, or “data poisoning” (fig. 3). This means
that an algorithm can be poisoned with harm-
ful and false data — even intentionally - and
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Figure 3: lllustration of the mechanism of a “poisoning attack” in artificial intelligence. The attacker
identifies the source of the raw data set used to train the model and then poisons the data to com-
promise the accuracy of the resulting machine learning model.

thus is made to behave in an undesirable and
manipulated way. According to Florian Tramer
of the ETH Zurich, this is a real problem since
potentially anyone with a computer connected
to the internet can manipulate Al applications
through data poisoning [16].

In medical applications, there is the ques-
tion of what the norms are in daily practice
(against which, for example, a CT image is
compared) and whether the Al training data
could lead to a distortion of the real world.
These standards are certainly difficult to define
and are part of ongoing discussions.

As with any new technology, drug or de-
vice therapy, robust and well-designed clinical
trials are needed to truly demonstrate whether
Al-assisted care can improve patient manage-
ment and outcomes compared to conventional
care. Well executed trials will demonstrate not
only the benefits, but also the limitations, po-
tential risks and unintended consequences of
AT use in real-world clinical settings. The path
of Al is fascinating but can only be taken if sci-
entific support is provided early and before
widespread commercialization. The applica-
tion of AL like other technologies, must be
subject to continuous scientific monitoring
and meet the requirements of scientific rigor.

Ethical and Legal Dilemmas

Every new technology requires adaptation in
the sense of a coevolution of culture and socie-
ty: technolution. To harness the power of big
data for the benefit of individual patients and
the whole population data, protection laws
need to be refocused. Questions about who
“owns” data and how data can be used to inno-
vate and improve services need to be ad-
dressed. Al introduces new vulnerabilities and
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risks including cybersecurity threats and the
potential for malicious use. As AI advances,
there is an increasing potential for autono-
mous systems to make recommendations and
even decisions without human intervention.
This raises questions about the appropriate lev-
el of human control over Al systems and liabil-
ity, particularly in medicine.

Conclusions

Digitalization, AI and related technologies are
inexorably entering and transforming our
everyday lives, including healthcare. As service
providers, we will have to evolve and adapt
with the technologies. Many aspects of this de-
velopment are fascinating, and as such, we
firmly believe that these technologies will sup-
port rather than replace in medicine, poten-
tially improving outcomes and allowing more
time for the much-needed human interaction
in our daily practice.
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